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ÁHello Defcon 19 

ÁMy name is Paul Craig 

Á I work at Security-Assessment.com as a penetration tester. 

 

Á I love to hack stuff, its my life, and my profession.  

 

Á If you have any questions or comments ï Please email me 

ÁPaul@ha.cked.net 
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People in my life have told me that I have an  
 

Addictive Personality 
 

My obsession with Kiosk hacking began to have a negative effect on my 
lifeé Hacking Kiosks controlled me. 
 
òPaul, You just need a distractionò 
 

 

ÁMy colleagues at SA know me as ñThat Crazy Kiosk Guyò 

ÁñAll I do is Hack Internet Kiosksò 

Á Its my secret addiction. 
 

ÁWhenever I see an Internet Kiosk, I have to hack it. 

Á I cant stop myself. 

Á I have a problem, its an addiction. 

 



ÁThe 8 Stages of Grief: #7 Acceptance 

ÁñSomeone has to be hacking these damn Kiosks, so why not you?ò 

Á I am the only guy in the world with a Kiosk addiction. 

  

Without my effort the vendors might win. 
 

 

Á I decided to take ownership of my passion 

ÁEmbrace my addiction 
 

 

ÁñIll just fucking hack all of themò 

ÁEvery vendor, every product, every platform. 

ÁYeah fuck it, why not.? 
 

ÁOne guy from NZ vs The Kiosk Software Industry 
 



ÁThe Overview 

ÁWhat is a Kiosk 

ÁHow Kiosk Security Works 

ÁWhat is iKAT 

ÁMy Methodology and Approach 

Á iKAT v4 ï Whats New 

 

ÁDemos, Demos, Demos, Demos 

ÁHacking Kiosks with Paul 

ÁLive Demos 

 

 



ÁWhat is an Internet Kiosk ? 

ÁA machine that takes payment to let you surf the internet 

ÁTypically an x86 desktop running Windows or Linux 

ÁFound at hotels, motels, airports, libraries, lobbies, casinos.. 

 

They look like this: 

 

  



How Kiosks Are Secured 

ÁKiosk vendors take security seriously 

ÁThe majority of functionality in Kiosk software is security related 

ÁA secure Kiosk is an expensive Kiosk 

ÁLock Downed, Secured, Hardened, Protected Environments 
 

 This is because hackers LOVE hacking Kiosks! 

 

 

 



How Kiosks Are Secured 

1. User Interface Security 

ÁGraphically jailed into a Kiosk interface 

ÁCut-down/reduced functionality desktop 

ÁNo way to get back to ñWindowsò or run explorer, cmd.exe 
 

2. Activity Blacklist 

ÁEverything you do is monitored and unlawful activity is blocked 

ÁConfigurable blacklists: 

ÁWindows displayed, Buttons clicked 

ÁProcesses executed, APIôs called 
 

3. Locked-Down Host Environment 

ÁKiosk user has no rights, no privileges 

ÁCannot run binaries on the Kiosk 

 

 

 

 

 



ÁFour things I have learnt about Kiosks 
 

Á1) Blacklists Just Donôt Work 
ÁThe security industry knows this, why donôt Kiosk vendors ? 

ÁThousand different ways to do anything 

ÁKiosk blacklists are never able to stop EVERY method 
 

Á2) Websites Visited From A Kiosk Are Overlooked 
ÁA remote website often has more access to the Kiosk than you. 

ÁKiosks rely on a default browser security policy (Typically Internet Explorer) 
 

Á3) Browsers Implement óSecurity By User Interactionô 
ÁBrowser technology will trust the person on the keyboard 

ÁñAre you sure you want to run this?ò 
 



 

Á4) Physical Access Always Wins. 
Microsoftôs Ten immutable laws of security. 

 

 

 
 

 

ÁOperating systems will trust the local user 

ÁKiosk software must go against the grain of design 
 

ÁñIt Only Takes One Instanceò 

ÁEvery instance of trusting the local user has to be blocked 

Á It only takes one instance of trust to hack a Kiosk 



ÁHacking Kiosks 

ÁThe great thing about hacking Kiosks is that its easy! 

Á Its like solving a puzzle or doing a Sudoku 
 

ÁOur goal: Pop Shell ( Spawn cmd, explorer, xterm) 
 

ÁHow could you run cmd.exe on Windows 

ÁIf you only had Internet Explorer open 

ÁAnd no Task Bar (ñStartò) 

 

 

Á In a nut shell this is what Kiosk hacking is all about. 

ÁFinding a way of escaping the Kiosk environment 

 
 

 



ÁWhat is iKAT ? ï Interactive Kiosk Attack Tool 

Á iKAT is a SAAS website that you visit from a Kiosk 

ÁOne-Stop-Shop for escaping jailed browser environments 

ÁContains simple tools in one handy place 
 

ÁFirst launched at Defcon 16, iKAT is now up to v4 

ÁDefcon 19 - iKAT Vengeance Edition 

 

Á iKAT has become the de facto standard for Kiosk hacking 

ÁOn average 25-30 Kiosks per day óvisitô iKAT 

ÁDuring Defcon 18 my traffic stats increased ten fold! 

 

 

 

 

 

 



ÁMy Approach for Hacking Kiosks: 

ÁThis is how I break Kiosk software 

 

Á#1 - Identify the platform and vendor software in use 

ÁLook for a logo or brand name associated with the Kiosk 

Á Is the look and feel similar to Windows, or Linux ? 

ÁDetermining the platform allows for specific targeting 

ÁFind what applications are installed 

 

Á iKAT : ñDetect Installed Applicationsò 



Á#2 ï Enumerate All Available Windows 

ÁSystematically click every button, window, link 

ÁShift-Click, Ctrl-Click, Double Click, Right Click 

ÁCan you spawn a common Dialog ?  

ÁFile -> Open, File -> Save, File-> Print 

ÁCommon Dialogs have Explorer controls 

ÁBrowse to C:\Windows\system32, cmd.exe opené 

ÁControls are also WebDAV Enabled (They can Download / Upload ) 

 

 

 

 

 



Á#3 ï Enumerate Registered File Handlers 

ÁAny installed application can be used to escape a Kiosk 

Á Image Viewer, Media Player, PDF Reader 
 

ÁUse an innocent file type to spawn a binary or escape the Kiosk 

ÁPDF File with /Launch cmd.exe 

ÁASX With embedded web content 

ÁDOCX with embedded binaries 

ÁXLS with embedded VBA Macroôs 

 

ÁWhat file types will the Kiosk let us download 

ÁDirect file type ñtest.exeò, ñtest.exe?.txtò 

ÁContent Disposition attachment download 

ÁFlash DownloadURL object 

  



Á#4 ï Enumerate Registered URI Protocol Handlers 

ÁSpawn an application from a URI handler 

Ámailto://. Callto://, hcp://, shell::, file://, mms://, ftp:// 

Á Image Viewer, Media Player, PDF Reader 

 

ÁCan we spawn one of these URI handlers 

ÁDoes the handling application contains a common dialog ? 

ÁCan we launch content from within the URI handler 

 

ÁDoes the Kiosk software support any internal URI handlers ? 

ÁAdmin:// 

ÁSkconfig:// 

 

  


