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‘ Authentication




)6; )&

1t3:|eapol *  Expression... Clear Apply
a. | Time Source Destination |Protocal | nfo
11 14.025910 00:26:b%9:1b:0Z:97 01:80:c2:00:00:03 EAPOL Start
35 19.023575 00:26:b9:1b:02:97 01:50:c2:00:00:03 EAPOL Start
52 24.031047 00:26:b9:1b:02:97 01:80:c2:00:00:03 EAPOL Start
81 39.816697 00:12:7f :df:0c:01 01:80:c2:00:00:03 EAP Request, Identity [RFC3748)]
91 49.823314 00:12:7F:df:0c:01 01:80:c2:00:00:03 EAP Request, Identity [RFC3748]
92 49.8281558 00:26:b9:1b:02:97 01:80:c2:00:00:03 EAP Response, Identity [RFC3748)]
95 49.848368 00:12:7f:df:0c:01 01:80:c2:00:00:03 EAP Request, PEAP [Palekar]
96 49. 549612 00:26:b9:1b:02:97 01:80:c2:00:00:03 TL5w1 Client Hello
98 49. 866165 00:12:7F:df:0c:01 01:80:c2:00:00:03 TLSv1 server Hello, Certificate, Server Hello Done
99 49. 866562 00:26:b9:1b:02:97 01:80:c2:00:00:03 EAP Rezponse, PEAP [Palekar]
101 49. 883086 00:12:7F:df:0c:01 01:80:c2:00:00:03 TLSw1 Server Hello, Certificate, Serwver Hello Done
102 49.884576 00:26:b9:1b:02:97 01:80:c2:00:00:03 TL5wl Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
104 49.957029 00:12:7F:df:0c:01 01:80:c2:00:00:03 TLSwl  Change Cipher Spec, Encrypted Handshake Message
105 49.958007 00:26:b9:1b:02:97 01:80:c2:00:00:03 EAP Rezponse, PEAP [Palekar]
107 49.972071 00:12:7F:df:0c:01 01:80:c2:00:00:03 TLSw1l  Application Data
108 49.972503 00:26:b9:1b:02:97 01:80:c2:00:00:03 TL5wl  Application Data
110 49.987300 00:12:7f :df:0c:01 01:80:c2:00:00:03 TLSw1l  Application Data
111 49.9589566 00:26:b9:1b:02:97 01:80:c2:00:00:03 TLSwl  Application Data
113 50.004034 00:12:7F:df:0c:01 01:80:c2:00:00:03 TL5w1l  Application Data
114 50.004540 00:26:b9:1b:02:97 01:80:c2:00:00:03 TLSw1  Application Data
116 50.021081 00:12:7f:df:0c:01 01:80:c2:00:00:03 TLSvw1l  Application Data
117 50.022420 00:26:b9:1b:02:97 01:80:c2:00:00:03 TL5w1l  Application Data
118 50.040359 00:12:7f:df:0c:01 01:80:c2:00:00:03 EAP Success



44 & 6 &) &+

& & . +$ & &
$ &
) + 4
e 5 &% (=6 &
— $ +
e G && =++ +
- +& & + 7
$7 (9/ && 3



5 ++

1 /2



D ++ 6.+ /5 2

° -+ * &
— 1& & % & +/ =& 2
e &5 6 4# &%*C5 C5 * C 2

-, & &*
*6). +
e8 = $
-+ * & &*






Unauthorized Client

Classic 802.1x Attack
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Virtual
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Bridge Injection
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Imternet VIA NAT with HOST Firewall —Virtual
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802.1x switch
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br0 - Wireshar

File Edit View Go Capture Analyze Statistics Telephony Tools Help

S = " 00 %00 BE =48
Filter:‘eapnl DExpressinn... Clear Apply
No. Time Source Destination |




") [Bridge] [RFC] bridging: don't forward EAPOL frames - Mozilla Firefox

File Edit ‘iew History  Bookmarks Tools  Help

@-c o'

[N iahlaln sl Wal el Fiktps: | flisks linuz-Foundation. org/pipermail/bridge2007-Nover 57~ I"lv

izoogle

£ Most Visited @Getting Starbed o Latest Headlines

J . [Bridge] [RFC] bridging: don't forwar... | L |

| Bridge] | RFC] bridging: don't forward EAPOL frames

Johannes Berg jchannes at sipsolutions. net

Thu Nov 22 05:23:228 PST 2007

e Previous message: [Brdge] Conflict between netif h and it h
o MNext message: [BEndge] Ee: [EFC] bndaing: don't forward EAFPOL frames

w1 —

This patch makes the bridging code drop EAPOL frames as recomended by
g02.1E-2004 in C.3.3.

| Dong _
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& 44&4 4141

F|Ie Edit View Go Capture Analyze Statistics Telephony

BEBea codxe = %00 %00FH

Filter: \eapol | - Expression... Cle

No. ’ Time | Source Wn ’ Protocol| Info

37 17.191783 00:26:b9: 1b: 02: 97 01:80:c2:00:00:03 EAPOL Start
S1 22.199198 00:26:b9: 1b: 02: 97 01:80:¢2:00:00:03 EAPOL
85 42.468829 00: 12: 7f: df: 0c: 01 01:80:c2:00:00:03

Start

EAP Request, Identity [RFC3748]
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782388
785118
799004
803794
874273
878007
892623
894052
906925
911243
924118
927120
941842
944002
959359

00:12:7f:df:0c: 01
00:26:b9:1b:02:97
00:12:7f:df:0c:01
00:26:b9:1b:02:97
00:12:7f:df:0c: 01
00:26:b9:1b:02:97
00:12:7f:df:0c:01
00:26:b9:1b:02:97
00:12:7f:df:0c:01
00:26:b9:1b:02:97
00:12:7f:df:0c:01
00:26:b9:1b:02:97
00:12:7f:df:0c:01
00:26:b9:1b:02:97
00:12:7f:df:0c:01

01:80:c2:00:00:03
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TLSvl
EAP

TLSvl
TLSvl
TLSvl
EAP

TLSvl
TLSv1
TLSvl
TLSvl
TLSv1
TLSvl
TLSvl
TLSv1
EAP

$J

Server Hello,

Response,

Server Hello,

Response,
Application
Application
Application
Application
Application
Application
Application
Application
Success

Data
Data
Data
Data
Data
Data
Data
Data

Certificate, Server Hello Done
PEAP [Palekar]
Certificate, Server Hello Done

Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
Change Cipher Spec, Encrypted Handshake Message

PEAP [Palekar]
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